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On the Generative Mechanisms of Cyber Violence And
The Improvement of Criminal Law Regulation Approaches

Ma Yonggqiang (Jilin University)

Abstract An in-depth exploration of the generative mechanisms of cyber violence serves as the logical
starting point and practical foundation for its effective regulation. Fundamentally, the generation of cyber vio-
lence is driven by multiple factors, including structural deficiencies in social networking platforms, the online
projection of real-world social conflicts, and the linkage between cyber violence and offline identities. A criti-
cal review of existing governance approaches reveals that technological governance model, indispensable as
it is, is by no means a fundamental solution, as its efficacy and potential risks warrant careful assessment;
strengthening the legal governance model is therefore the key to ultimate solution. To this end, a comprehen-
sive governance system should be constructed based on the generative mechanisms of cyber violence, with
sectoral legislation as the cornerstone and cross-sectoral coordination as the safeguard, while clarifying the
limits of criminal law intervention and exercising due caution in establishing new offenses. To optimize the
approach of criminal law regulation, efforts should be grounded in the particularities of cyberspace gover-
nance: the criminal liability of online platforms should be reinforced through the application of criminal law;
the accountability of key information disseminators and other participants should be thoroughly examined; it
is necessary to reevaluate the application of cumulative offenses and anchor the approach firmly in the princi-
ple of nullum crimen sine lege, and the regulatory capacity of criminal law will be substantially enhanced
through expansive interpretation of existing offenses and necessary legislative improvements.

Key words cyber violence; platform responsibility; sectoral-specific law; cybersecurity management

obligations; doxxing; criminal law interpretation
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